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1 Overview

The integrated ChirpStack is designed to turn the LoRa Gateway from a device acting
as a simple packet forwarder, to a complete solution for monitoring LoRa traffic over
applications and devices.

This is a complete solution on its own, you get the packet metadata in its entirety,
together with the decrypted payload. However, you can still extend the system by
integrating external gateways, creating custom payload encoders/decoders for the
purpose for in app visualization.

2 LoRa Network Server Features Set

21 General

There is a Built-in LoRa Network Server in the Commercial Gateway line of device. It is
perfect for both testing use case scenarios and integration with existing deployments of
Nodes and Gateways. We are going to explain its key features and how to configure
those. Furthermore this document will address a typical deployment scenario.

Figure 1 | LoRa Network Server

www.RAKwireless.com
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Enable ADR

If this feature is turned on via the slider, Adaptive Data Rate is enabled. One can set the
following parameters:

Minimum allowed data-rate: DR_0 to DR_15
Maximum allowed data-rate: DR_0 to DR_15

By setting the above values, you choose the maximum and minimum allowed rate,
meaning it can be anything in between depending the propagation environment. For
more details on the possible data rates look up page 16 in the LoRa Regional
Parameters document.

Network ID: A number denoting the particular network the gateway is a part of.

Downlink Tx Power: The power in dBm the Gateway will be transmitting with (for
example 14 dBm, the limit in the EU)

Device-status request interval: The time in seconds over which the Gateway sends a
status request downlink. Enter 0 to disable it.

22 Gateway

This is where you can add an external Gateway to forward packets to the Built-in LoRa
Server. You can do this for multiple Gateway.

Figure 2 | Gateway tab

www.RAKwireless.com
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General Setup

MQTT Broker Address:

The address of the MQTT broker where the traffic from the External Gateways is
directed.

MQTT Broker Port:
The Port of the MQTT broker

Enable User Authentication:

By turning on this slider, you are presented with options for entering an Username and
Password, as well as an SSL/TLS Mode (Self-signed Server Cettificate, CA signed
server certificate, Self-signed server & client certificate). Depending on the chosen
certificate option you are prompted to choose a TLS Version and import, the certificates
in the provided fields (see Figure 3 for an example)

Logout

SOcSaBTier Lot s [Ce oo |

T B
Figure 3 | Gateway Backend Configuration

MQTT Topic

Templates for the following MQTT Topics are provided, in order to be able to acquire
the desired data:

Uplink MQTT Topic
Downlink MQTT Topic

Downlink acknowledgment MQTT Topic

www.RAKwireless.com
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Geteway Statistic MQTT Topic

Note: eui stands for the particular Gateway EUI, of the device you want to gather data
from.

Figure 4 | Adding Gateways
23 Application

This is where you add your application. Simply enter a name in the text field and press
the “Add” button. You will be directed to a window as shown in Figure 5.

Application Confiquration

You can choose to edit the Application Configuration, where the Name and Description
fields reside.

Device

In order to register a LoRa node you need to add it as a device, and enter its
parameters, so it is recognized. In order to do this you need an appropriate device EUI.

Adding devices can be done in one of the following ways (provided you have their EUls):

One by one:
Simply enter the EUI in the field and press the “Add” button

Batch:

www.RAKwireless.com
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You need to fill in the following parameters: Start EUI, Step, Count, and Application Key.

The step is a decimal value that represents by how much the value of the EUI will be
increased with each consecutive device. This will be done starting from the least
significant bit.

The count is the maximum number of devices to be added. Note that if your step is
anything different from 1 you will essentially add less devices than the Step value. You
will end up with a number of devices that is the Integer Division of the Count by the Step.
For exampile if your Step is 3 and your Count is 10 you will end up with 3 Devices.

The Application Key is an AES-128 value, which is common for all devices under a
given application.

Note: When Batch Adding devices they are all configured in Class A, OTAA mode, with
Frame counter validation enabled.

Ngh RAK OESENGRSGESIN  Logout

o s Application Edit - 1

B3 Network
Application RAK7205

'@ LoRa Gateway

Application Configuration
Lull LoRa Network Server

Last seen Devicename  Device EUI Class  Activation made Device Address Link margin ~ Battery  Description

ey 1 Gsecondsage  Tracker 1 sl 2 otaa 02000001 -dB s Z x
Aoplication ) =
2 never scle R A otaa - -dB - F %
Global Integration A
System m Rows per page | 10 v | Page | 1 In1 | Prev | Nexd
ol

Figure 5 | Adding Devices

Import:

You can import a whole list of devices at once.

Export:

You can export the current device list.

Once you have a device created you will be redirected to the following screen (or you
can enter it any time you want by pressing the Device EUI number field in the list of
devices).

www.RAKwireless.com

Copyright© Shenzhen Rakwireless Technology Co., Ltd. 7



= :
= RAKwireless
\‘:-."‘\ RA Technology Co., Ltd.

www.RAKwireless.com

Copyright© Shenzhen Rakwireless Techr

& RAK
@ Sone Application - Edit Device 00a53f61fed7ebib
3 Network -
Device-00a53f61fe47ebfb
Ll LoRa Network Server i eo— e
oo e
Figure 6 | Device Parameters
Configuration:

The Device Name, Class (A or C), Join Mode (OTAA, ABP), Application Key, and
Description fields are here. Additionally there is a slider for to Enable frame-counter
Validation and Disable Application EUI Validation.

Activation:

Once the LoRa Network Server has authenticated the device (provided the EUI and
Application Key are valid), you will see those fields updated with the corresponding
values as in Figure 6.

G RAK Logaut

i e Application - Edit Device 00a53f6 1fe47ebfb

& Network
Device-00a5361fe47ebib

! Lok Gateway

1ifl LoRa Network Server

e

Figure 7 | Device Activation
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Live Device Data:

All the packets are displayed here. They each have a timestamp, a type identifier
(Uplink, Downlink, Join), followed by the payload data.

If you expand any of the messages you can see the metadata fields, an example is
shown in Figure 7:

& RAK EESENSEGESES  Logout

@ Status

Application - Edit Device 3638333567386312

Device-3638333567386312

Configuration Activation Live Device Data

2019/06/30 02:15:54  Uplink 02 67 01 47 05 68 43 06 73 26 13

2019/06/30 02:15:47  Uplink 03 71 ff e0 00 00 ff dO

2019/06/30 02:15:40  Uplink 07 02 01 78

Figure 8 | Live Device Data
24 Global Integration

This is the tab where you can configure your LoRa Network Server to integrate with an
external Application Server. This is done by pointing to the corresponding MQTT broker:

General Setup
MQTT Broker Address:

The address of the MQTT broker where the traffic from the External Gateways is
directed.

MQTT Broker Port:
The Port of the MQTT broker

Enable User Authentication:

By turning on this slider, you are presented with options for entering an Username and
Password, as well as an SSL/TLS Mode (Self-signed Server Cettificate, CA signed
server certificate, Self-signed server & client certificate). Depending on the chosen

www.RAKwireless.com
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certificate option you are prompted to choose a TLS Version and import, the certificates
in the provided fields (see Figure 3 for an example)

MQTT Topic template Setup

Templates for the following MQTT Topics are provided, in order to be able to acquire
the desired data:

Uplink MQTT Topic

Downlink MQTT Topic

Downlink acknowledgment MQTT Topic
Geteway Statistic MQTT Topic

Note: eui stands for the particular Gateway EUI, of the device you want to gather data
from.

3 A Typical Application Case

We will deploy a typical scenario. We will walk through the configuration process of all
devices that are required. Additionally we will explain in detail after we are done
configuring, what are the benefits of this particular use-case, the message formats, etc.

Configuration of the devices will be done in order as per the topology in the next sub-
section.

3.1 Network Topology

o Gateway-A: RAK7249/58 Nexus Gateway (LoRa Server in use)
o Gateway-B: RAK7249/58 External Gateway (MQTT Bridge in use)
o RAK 811 WisNode-LoRa: LoRa node

www.RAKwireless.com

zhen Rakwireless Technology Co., Ltd. 10
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The Nexus

1

i b
Lofn Applical

Centralized Management

~ Best for rapid deployment and testing

Mo need of additional infrastructure for the LoRa Server

 Centralized management of devices in the Hub Gateway

~ Easy lo reconfigure in case of outage (any gateway can act as the hub)

€ RAK

pymaht RAKwirakss Technology Goo Lid Al ngtés resaned

Figure 9 | Network Topology

This is the minimum of devices required. However you can integrated more nodes and
also more External Gateways. As an advanced configuration feature we will forward all
the traffic from the Nexus Gateway to a MQTT broker, hosted separately. This is not
mandatory, however is good practice and required in some cases.

32 Gateway-A

3.2.1 Packet Forwarder Setup

Go to the LoRa Gateway tab -> LoRa Packet Forwarder -> General Setup. In the drop-
down menu for Protocol select:
Built-in LoRa Server (refer to Figure 10):

www.RAKwireless.com
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LoRa Packet: Forwarder Lorayan packat Famwardar Configuration

Gateway Configuration

Frequency Plan

Figure 10 | Gateway Protocol Mode (Built-in LoRa Server)

You can leave the rest of the settings with their default values. Remember to Save &
Apply.

3.2.2 LoRa Server General Configuration Setup

Go to the LoRa Network Server tab -> General. Make sure the Enable switch is on.

Select your region (LoRa Band), we are going to use EU863-870 in this example (refer
to Figure 11):

The rest of the settings you can use with their default values. You can change them is
you like, however this is dependent on your particular case. You can look up what each
setting is referring to in Section 1.

LoRa Metwork Server General Configuration

General Configuration

www.RAKwireless.com
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Figure 11 | LoRa Server Enabling and General Configuration

3.2.3 Registering the Gateway with the Built-in LoRa Server

Go to the LoRa Network Server tab -> Gateway. Enter the Gateway EUI in the field as
in Figure 12.

By pressing the Add button you should end up with a screen as in Figure 13.

There you need to fill the parameters: Name and Description are mandatory.

mS——— g
LoRa Network Server Gateway Overview

Gateway

Figure 12 | Adding a Gateway into LoRa Server

Note: The Latitude, Longitude and Altitude parameters are not mandatory. You can
leave them for later, or leave them empty if the gateway is not stationary.

Gateway Edit - 60CSABFFFE74D313

Gateway 60CSABFFFE74D313

www.RAKwireless.com
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Figure 13 | Gateway Description parameters

If everything is set up correctly, you will see an image similar to Figure 14.

Note: In order to see the Last Seen status update you need to refresh the page. There
should be a value of a couple of seconds, if so than everything went well. In case there
is a message “Never Seen”, there is an issue and you best redo the configuration.

LoRa Network Server Gateway Overview

Gateway

Gateway £U1 L
G0CSAB Y0000 Mon Jul 15 23:09:52 2019 RAKZ249-A Outdoor Nexus | saconds a0 EEa

Gateway Backend Configuration

Figure 14 | Gateway Description parameters

33 Gateway-B

Now we will point Gateway-B to the built-in LoRa Server of Gateway-A

3.3.1 Packet-forwarder Setup

Go to the LoRa Gateway tab -> LoRa Packet Forwarder -> General Setup. In the drop-
down menu for Protocol select:
LoRa Gateway MQTT Bridge (refer to Figure 15):

www.RAKwireless.com
14
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& RAK o

@ stals

LoRa Packet Forwarder Lorawan Packat Forwarar Configorason

Gateway Configuration

M Swich 1o Advanced Mode

Frequency Plan

E\;

Figure 15 | Gateway Protocol Mode (LoRa Gateway MQTT Bridge)

3.3.2 LoRa Gateway MQTT Bridge

Go to the LoRa Gateway tab -> LoRa Gateway MQTT Bridge -> General Setup.

Enable the MQTT Bridge it via the slider and enter the IP address of Gateway-A (the
one in Figure 16 is just an example).

The port should be 1883 by default, if it isn’t please update the data. Leave the rest of
the settings with their default values.

After Saving & Applying, all LoRa traffic should be redirected via the Bridge of Gateway-
B to the MQTT Brocker of Gateway-A.

LoRa Gateway MQTT Bridge

LoRa Gateway MQTT Bridge Configuration

[ [ |

www.RAKwireless.com
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Figure 16 | LoRa Gateway MQTT Bridge Configuration

3.3.3 Registering Gateway-B in Gateway-A’s LoRa Network Server

The procedure is the same as when we registered Gateway-A in its built-in LoRa
Network Server. Refer to sub-section 2.2.3 on how to repeat the process.

Figure 17 is a representation of what you configuration should look like with the two
Gateways added.

LoRa Network Server Gateway Overview

Gateway

Gatenay EUL Name Add time: Description

IGUCSABFFFE?4D][3 RAK7245-A Mon Jul 15 23:09:52 2019 RAK7249-A Ouldoor Nexus 2 seconds ago I B m
[eocsaserrerapars RAKT2SED Tue Jul 16 01:39:57 2013 RAK72588 Tndonr Exters 5 seconds aga ] 3

Gateway Backend Configuration

MQTT Topic

MOTT Brokar Address 127,00,

Figure 17 | LoRa Network Server Gateway List

You can add more Gateway in the same manner as we did for the two we are using.
This is a convenient way to monitor if they are up (Last Seen field).

34 Setting up the External MQTT Broker

3.4.1 Preparing the Raspberry Pi

We are going to use going to use a Raspberry Pi 3B+ for this tutorial, as the device that
is going to be hosting Mosquitto (a popular MQTT broker).

First download the latest Raspbian Buster Lite image from the link.
Next flash the image to an SD card with a tool such as Etcher.

We recommend setting up the Raspberry Pi headless. Once done plug the SD card into
the slot and power it.

www.RAKwireless.com
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Use your favorite SSH client to connect to the Raspberry Pi (username: pi, password:
raspberry).

Now as we have a platform to work with we can begin.

First execute the following command and note the IP address of the interface you will be
using to connect to the network. You will need this, as it will be the address for your
MQTT Broker when configuring the Gateway:

ifconfig

ER pi@raspberrypi: ~ — O X

Figure 18 | Raspberry Pi interfaces

3.4.2 Installing Mosquitto

Now it is time to install the MQTT Broker (Mosquitto), via the command:

sudo apt install mosquitto mosquitto-clients

www.RAKwireless.com
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Figure 19 | Mosquitto installation

Mosquitto clients help us easily test MQTT through a command line utility. We will use
two command windows, one to subscribe to a topic and one to publish a message to it.
Those will be explained in detail further in the tutorial.

sudo systemctl enable mosquitto.service

This command is not mandatory, however it is recommended as it creates a mosquitto
service that will run the broker on startup.

3.4.3 Configuring the Gateway to publish to the MQTT Broker

Now we are going to configure the Gateway to connect to our external MQTT broker.
For the purpose of this example we are going to use the built-in LoRa Server.

First go to the Packet Forwarder Tab and choose Built-in LoRa Server as your Protocol:

www.RAKwireless.com
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@
Uerms LoRa Packet Forwarder Lorawan Packet Forwarder Configuration

B3 Network
Gateway Configuration
A LoRa Gateway

e General Setup ~ Packet Filter  GPS Information

LoRa Gateway MQTT

o Gateway EUI

Protocol
Lull LoRa Network Server

Push Timeout (ms)
& senvices

Statistic Interval (s)
B system
Keepalive Interval (s)

. O ——————— e

Auto-restart Threshold

estart when the keepalive timeout exceeds this threshold. Set 0" to disable

Import Frequency Plan Template

Standard Frquency Setup Mode ‘Switch to Advanced Mode

Frequency Plan

Region

Mult-SF LoRa Channel 867 1MHz 867.3MHz 867.5MHz 867.7MHz 868.1MHz 868.3MHz 868.5MHz 868.9MHz

Standard LoRa Channel 868 3MHz SF7 BW250

Figure 20 | Protocol selection

Make sure you have the LoRa Network Server enabled in the General tab:

Logout

LoRa Network Server General Configuration

General Configuration

Figure 21 | Built-in LoRa Server activation

Add Your Gateway in the Gateway tab if you haven’t done so already (You can add
multiples Gateways here):

www.RAKwireless.com
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& RAK

® sons
s LoRa Network Server Gateway Qverview

3 Network
Gateway
! LoRa Gateway

) LoRa Network Serves Gateway EUT Name add tme: Description Last seen

fenes 60CSA8 RAKF258-1 Sat Jul 20 10:09:33 2019 RAK7258 Indoor [ e | oo |

o Services

Gateway Backend Configuration
B system
General Setup MQTT Topic
MQTT Broker Address 127.00.1
MQTT Broker Port | 120
Client ID
Cioan Session (@)
Wik Retoln
Qo
Enable User Authentication

SSUTLSMede | Disable v

Figure 22 | LoRa Server Gateway configuration

Finally go to the Global Integration tab and enter the address where you have your
Mosquitto instance running in the MQTT Broker Address field, leave the Port with the
default 7883 value.

Logout

Application Server Integration

Application Server Integration
W' LoRa Gateway

General S MQTT Topic tem|

late Setup
Ll LoRa Network Server

MOTT Sk Ao

MQTT Brokar Port

Sont 1D
Global Intearat |
= o Clean Session @)
b se
_ Wil Retain
B syst
aos

Enable User Authentication ()

SSUML.SMode | Disable ~

Figure 23 | Setting up the Global Integration
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Now your Gateway parameters are set, except for one last part. You need to register
your application in order to be able to send and receive data. We are going to use the
RAK811 WisNode as an example in the next sub-section.

3.4.4 Registering the Application

Open your Serial tool, connect to the node and open the corresponding port. Reboot it
S0 you can see the device parameters as in Figure X below:

& RAK SERIAL PORT TOOL = O x

07 |at+send=lora:1:10 |
2
% |at+get_config=dev_eui
04 |at+set_config=rx2:3,868500000
05 |at+set_config=app_eui:70B3DS7ED001283B&app_key:F:
JE |at+join=otaa
7 [at+send=0,2,0000000000007F00D000000D000000
18 [at+send=1,2,0000000000007F0000000000000000
09 |at+app_interval=120
0 |at+region=US915
at+msg_confirm=0
2 |at+ps=1
3 |at+run=1
4 |at+apps key=79F2129C18A0558D5806CAB4816DAFAT
7 |at+apps_key=79F2120C18A0558D5806CAB4816DAF47
: e
9 |at+band

O All/None SAVE

Time 00:00:00 | PASS: 0 |FAIL: 0 | SW Version: V1.2.1 | Make:2018-12-24 21-Jul-19 04:24:08 AM

In]
=}
3
3
o
=
o

’ RAK com:[comis i BaudRate: 115200 | m

RECEIVING CLEAR RECV

_____________ el

Selected LoRaWAN 1.0.2 Region: EUBGS

Initialization OK, Current work mode:LoRaWAN, Class: A
OTAA:

DevEui:00AS3F61FE47EBFB

AppEui:70B3D57EDOOTFS1E
AppKey:BOGFB684A40D75BCTFAD4003BABALEDE

OTAA Join Start..

SENDING(With \r\n)

K EEEKEERKRERE KRR R KEREREREKHER R E

Figure 24 | RAK811 parameters

In case your device is already configured to work in OTAA (this example) it will attempt
connecting to the gateway and getting authenticated. As it is not yet registered this will
not be successful. We need to do some configuring first.

Execute the command to change the working region/band (EU868 in this example):

att+set_config=lora:region:EU868

www.RAKwireless.com
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B RAK SERIAL PORT TOOL - O x
e — Command
‘ RAK com:I_comu 1 BaudRate: 15200 - m e —
RECEIVING CLEAR RECV b 02
RAKB11 Version:3.0.0.1.H 2 M 02 |at+get_config=dev eui ]

b 04 |at+set_config=rx2:3,868500000
== = = = = = = bl 05 at+set_conﬁg:app_eui:?OB3DS?EDOD1283B&app_key:FE
B S R = bl 06 |at+join=otaa

B 07 |at+send=0,2,0000000000007F0000000000000000
Selected LoRaWAN 1.0.2 Region: EUBGS B 08 |at+send=1,2,0000000000007F0000000000000000
Initialization OK,Current work_mode:LoRaWAN, Class: A M 0% |at+app_interval=120
OTAA: B 10 |at+region=US915 | senp |
DevEui:00A53F bl 17 |at+msg_confirm=0
AppEui:70B3DS bl 17 |at+ps=1
AppKey:BOGFEE M 13 |attrun=1
OTAA Join Start... M 12 |at+apps_key=79F2129C18A0558D5806CAB4816DAFA7
[LoRa]Joined Successed! b 15
No switch region.Current regiom:EU868 M e
oK B 17 |at+apps_key=79F2129C18A055BD3806CAB4816DAFAT

v || 18
SENDING(With \r\n) b 19 |at+band
at+set_config=lorarregiomEUB68 [

O All/None

Time 00:00:00 | PASS: O |FAIL: O | SW Version: V1.2.1 | Make:2018-12-24 21-Jul-19 04:30:09 AM

Figure 25 | Setting the region/band

Set the authentication mode to OTAA:

www.RAKwireless.com
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& RAK SERIAL PORT TOOL = O bt

’ RAK com:icomu-. } BaudRates 115200 - | m

RECEIVING CLEAR RECV

Command

! |at+send=lora:1:10
1% |at+get_config=dev_eui
14 [at+set_config=rx2:3,868500000
05 |at+set_config=app_eui:70B3D57ED0D1283B&lapp_key:F:
06 |at+join=otaa
77 [at+send=0,2,0000000000007F0000000000000000
98 |at+send=1,2,0000000000007F0000000000000000 | EERERIN

09 |at+app_interval=120
0 [at+region=Us915
at+msg_confirm=0
2 [at+ps=1
 [at+run=1
14 |at+apps_key=79F2129C18A055BD5806CAB4816DAFAT

7 |at+apps_key=79F2120C18A0558D5806CAB4816DAF47 |[EETEEI

‘ SEND

Selected LoRaWAN 1.0.2 Region: EU868

Initialization OK,Current work_mode:LoRaWAN, Class: A
OTAA:

DrevEui:00AS3F

AppEui:70B3D5

AppKey:BOGFBG

OTAA Join Start...

[LoRa]:Joined Successed!

No switch region.Current regiom:EU868
oK

join_mode:OTAA

oK

9 |at+band SEND

SENDING(With \rin)

at+set_config=lorajoin_mode:0

KEEKEEKEKERE K KEEERRK KRR KK

SEI‘ID

O All/None SAVE

Time 00:00:00 | PASS: O |FAIL: O | SW Version: V1.21 | Make:2018-12-24 21-Jul-19 04:32:35 AM

Figure 26 | OTAA mode

Now that your RAK811 is working in the correct region and mode you need to fill in the
application parameters in your Gateway. This will register the specific device and allow
you to exchange data.

Go to the Application tab. Enter a name for your application and press the Add button:

www.RAKwireless.com
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Gateway This section contains 1o values yet

e
Figure 27 | Application registration
Now go back to your Serial Tool and copy the Application EUI and Application Key
(check Figure X below):
— — Command
’ RAK CDM::COF\-’l‘-i '._ BaudRatei 13200 _J m ™| at+send=lora:1:10 | SEND
RECEIVING CLEARRECY [ 0 | seno
e e b LS bl 02 |at+get_config=dev_eui | SEND
SRR R b 04 |at+set_config=rx2:3,868500000
bl 05 |at+set config=app_eui:70B3D57EDD01283BR&app_key:F:
Selected LoRaWAN 1.0.2 Region: EUB68 bl 06 |at+join=otaa
Initialization O, Current work_mode:iLoRaWAN, Class: A bl 07 at+send=0,2,0000000000007 FO000000000000000
OTAA: bl 08 |at+send=1,2,0000000000007 FO000000000000000
bl 09 |at+app_interval=120
bl 10 |at+region=US915
bl 17 |at+msg_confirm=0
bl 17 |at+ps=1
[LoRa]:Joined Successed! bl 15 |at+run=1
No switch region.Current region:EUB68 8 14 |at+apps_key=79F2129C18A055BDS806CAB4BT6DAFAT
ox o
join_mode:OTAA b 15
oK b4 17 |at+apps_key=79F2120C18A055BDS806CAB4BT6DAFAT
v @
SENDING(With \rin) b 19 lat+band SEND
at+set_config=lorajoin_mode:d b o
O All/None

Time 00:00:00 | PASS: 0 |FAIL: 0 | SW Version: V1.2.1 | Make:2018-12-24 21-Jul-19 04:37:24 AM

Figure 27 | Application EUIl and Key
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Input those into the corresponding fields in the Application Configuration screen in the
Gateway:

@ RAK S Looout

& Sns Application Edit - 4

& Network
Application RAKB11
'8 LoRa Gateway

Lull 1ok Network Server

Nams | RAKB1

Apphcanion
I,. Gcation Koy | BOGFB I
Glabal Inegration ppcation Key |

Auto Add LoRa Devica

If ensbled, Loia Device wil be agged autsmatically 3fter APRACation EUI nd Appication Key Fass verficstion.

& services

Description
B system

o [ o]

Figure 28 | Application parameters

Save & Apply (Make sure the Auto Add Device Slider is in the off position).

Now you should have an Application created. Press the Edit button:

ogout

\lﬁh [27:1.¢ Logou
LoRa Network Server Application Overview

BB network
Applications

& 1oRa Gateway

Ll LoRa Network Serves i) Name Devices Creation Date Description

General h 36:

4 RAKB11 0 Sun Jul 21 01:36:30 2019 Deleia

Figure 29 | Editing the Applicaiotn
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Now you need to add a Device. Copy the Device EUI from the Serial Tool:

— — Cammand

‘ RAK com:i_% BaudRate: 15200 J m - —
RECEIVING CLEAR RECV 2
——————— = TETEROTETES = == 2 |at+get_config=dev_eui
14 |atsset_config=rx2:2,868500000
)5 |at+set_config=app_eui:70B3D57ED001283B8mpp_keyF: NI
J6 |at+join=otaa
7 |at+send=0,2,0000000000007F0000000000000000
3 [at+send=1,2,0000000000007F0000000000000000
at+app_interval=120
at+region=US815 | SEND
at+msg_confirm=0
 [ateps=1
at+run=1
¢ |at+apps key=79F2129C18A055BD5806CABAS1 6DAFAT
SEMD
" |at+apps_key=79F2129C18A0558D5806CAB4816DAFAT
‘ SEMD

Selected LoRaWAM 1.0.2 Region: EU868

Initialization OK,Current work_mode:LoRaWAN, Class: A
OTAA:

DevEui:00AS3F j
AppEui:70B3D5

AppKey:BOGFEG

OTAA Join Start...

[LoRa]Joined Successed!

No switch region.Current region:EU868
oK

join_mode:OTAA

oK

* |at+band

SEMD
SEMD

O All/None SAVE

Time 00:00:00 | PASS: O |FAIL: O | 5W Version: V1.21 | Make:2018-12-24 21-Jul-19 04:37:24 AM

SENDING(With \r\n}
at+set_config=lorajoin_mode:0

KEEEKEEKEKEEK K KRR R K KRR R K

Figure 30 | Device EUI

Enter the Device EUI in the corresponding field and press the Add button (Figure 31)

Application Edit - 4
Application RAK811
Ra Gateway

Devices | Applicabon Configuration

Ll LoRa Network Server

General Last seen Device name Device EUL Class activation mode Device Address. Link margin Battery Description

selectal | Remove

a
)
o [

Rows perpage | 10~ Page o Prev e

Figure 31 | Adding a Device

www.RAKwireless.com

Copyright© Shenzhen Rakwireless Technology Co., Ltd.

26



y :
- RAKwireless
\“S.}‘\ RAK Techno\lggzy Co., Ltd.

Enter a Device name, make sure you are in Class A, OTAA mode. Leave the rest of the
parameters with their default settings. Save & Apply.

o001
Application - Edit Device 00a53f61fed47ebfb

Device-00a53f61fe47ebfb

= e

Figure 32 | Device parameters

You should now have your Device registered and if you click on the Device EUI you will
open the corresponding Device window. Go to the Live Device Data tab. Here you can
monitor data that the application is exchanging in real time.

Leave the Live Device Data tab open as we want to monitor traffic.

Go the Serial Tool and reboot the RAK811 with the onboard button.
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-
@ RAK Logout
2 RAK SERIAL PORT TOOL a X
© ez Application - Edit Device 00a53f61fe47ebfb i
v @ RAK  covcovis -] mmraes 15200 | [ vt o
Device-00a53f61fe47ebfb RECEIVING CLEAR RECV.
‘) LoRa Gateway oz w7
fig=rx2:3,868500000 >
Configuration ~ Activation  Downlink  Live Device Data &
Lull LoRa Network Server o oo |
General 2019/07/21 05:34:47 Join nd=0,2,0000000000007F0000000000000000 D

Gateway

at+send=1,2,0000000000007F0000000000000000
=120

Application

Selected LoRaWAN 1.0.2 Region: EUBE8
Initialization OK Current work mode:LoRaWAN, Class: A

Global Integration

loTan:
DevEui00AS3F

AppELii708305
AppKeyB06FB6

& Services

System

at+band

[
O All/None

Time 00:00:00 | PASS: 0 | FAIL: 0 | SW_Version: V1.21 | Make:2018-12-24 21-Jul-19 05:35:02 AM

NNNNNNENUNRNUNNRNRNORNRROERS

Figure 33 | Successful Joining of the RAK811

Figure 33 represents the output you should get if everything went well. You should see
the Join request in the Live Data tab and the Join Succeeded! message in the Serial
Tool.

3.4.5 Testing and monitoring the traffic

UPLINK

Now your node is authenticated with the built-in LoRa Server. As it is connected to the
external MQTT Broker via the Global Integration you can monitor traffic in both the Live
Data tab and on the Raspberry Pi where the Mosquitto resides. Let us test this by
sending an uplink frame via the RAK811.

First in the command line window of the Raspberry we need to subscribe to the
Application/Device we are going to monitor the traffic of. This is done via the following
command:

mosquitto_sub -t application/{{application_ID}}/device/{{device_EUI}}/
rx -v

www.RAKwireless.com
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{{application_ID}} — is the application ID from the Application tab in the Gateway

LoRa Network Server Application Overview

Applications

[ [ ]

Figure 34 | Application ID
{{device_EUI}} —is the Device EUI of the RAK811
After executing the command you need to send some data via the Serial Tool.

Use the command below to send an uplink frame on Frame port 1, with the Payload
1110:

at+send=lora:1:1110

www.RAKwireless.com
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@ RAK Logout

et Application - Edit Device 00a53f61fed47ebfb

3 Network

Device-00a53f61fed47ebfb

% Lora Goteway

Lull LoRa Network Server

General

Apphcation
Giobal Integeation B RAKSEUAL PORT T00L = O K
and
& services & RAK  com:[conis | saudhats: 1500 | cuose | ond=lorai 1D
RECENING CLEAR RECV

B system

ok
[[LaRal: Unzorfim data send QK

BIDSTED001 2638spp key:

00000000007FO000000000000000

at+ 2pps_key=79F21 2601 BADSSBDSBOGCABB EDAFT

at+ apps_key=79F2120C18AD558D5B06CAR4E1DAFAT

0D SNUENSEENUNNONUEUROEEES

at+ band
ﬂ AllNone SAVE
Time D000 | PASS: 0 | FAIL: 0 | SW Version: W12 | Make:2016-12-24 21-Jul-19 06:05:00 AM

Figure 35 | Test uplink (Application)

Now if you look at the three windows in Figure 35 (Serial Tool, Live Device Data and the
CLI of the Raspberry you will see that the message arriving is displayed.

Additionally you can monitor the Gateway traffic itself (all packets not just your
application). You can do this via the command:

mosquitto_sub -t gateway/{{eui}}/rx -v

{{eui}} — is the Gateway EUI
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Logout
LoRaWAN Packet Logger
LoRaWAN Packet Logger
- = . Hide CRG_ERR packer
el
e Total ;11 Upnk: 7 Downkink: 0 Wruse 0 Ger & Download
Network
time  freq. rssi sor
% 1ok Gatewny - = oo
1 Loka Netork Server s o e
Sk pO0Z BT 46 r 26011279 FRoii 1 Fayioad 01 AE

a00r 02000001 FPort 1 Payisad 019E

CRC_ERR  LORA

CRC.OK LORA 45 SF il i 02000001 FPort 1 Payload 0128

Figure 36 | Test uplink (Gateway)

This is very convenient as you have three ways to monitor and you can see the
metadata and payload in both the Gateway and via the MQTT Broker.

DOWNLINK

There is a convenient tool in the Built-in LoRa Server for sending a Downlink frame. You
can find it in the Device tab in the LoRa Network Server section. You can choose your
Type of frame (confirmed/unconfirmed), the Frame port and the Hex Data (Refer to
Figure 37).

Figure 37 | LoRa Network Server Device Downlink tool
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Once you schedule a message for downlink it will be displayed in the Live Device Data
window. Upon sending the next uplink via the Serial Tool you will also see it there, as it
needs an uplink frame in order to send the downlink in the RX7 window (refer to Figure
37).

Application - Edit Device 00a5361fed7ebfb

Device-00a53f61fe47ebfb

CLEAR RECY

00000
703D TEDO0T 2638 upp

)
atsend=lora 11110

e —— T A A R
Figure 38 | Received Downlink Frame

Alternately if you want to test the Gateway downlink via the external MQTT Broker you
need to first create a json file which you will be sensing your data in

Below is what the file formatting structure needs to look like:

{

"confirmed": true,
"fPort": 10,
"data": "1001"

}
"confirmed": true — This is the LoRa frame type. True (confirmed), False (unconfirmed)
"fPort": 10 — the Frame Port Number

"data": "TEST" — example data to be sent

www.RAKwireless.com
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Note: You need to have a Base64 encoded HEX data for the above to work!

Create the file, for example with the following command and copy the data in discussed

above:
sudo nano test.json

After you have your file created, you need to schedule it for downlink. This means you
have to publish it via Mosquitto with the command:

sudo mosquito_pub application/{{application_ID{{/device/{{device_EUIl}}/
tx —f test.json

The packet will be scheduler for downlink, which you can see in the Gateway Packet
logger.

When the next uplink frame that comes for the Application/Device specified by the
application_ID and device_EUI is received, the Gateway will send the data in the RX1
window to the node. You should have a response similar to the one in Figure 38.

4 Contact Information

Please contact us if you need technical support or want to know more information.

Support center: https://forum.rakwireless.com/

Email us: info@rakwireless.com
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5 Revision History

Revision Description Date

1.0 Initial Release 2019-04-02

6 Document Summary

Prepared by Checked by Approved by

Vladislav Yutao, Penn

About RAKwireless:

RAKwireless is the pioneer in providing innovative and diverse cellular and LoRa
connectivity solutions for IoT edge devices. It's easy and modular design can be used in
different loT applications and accelerate time-to-market. For more information, please
visit RAKwireless website at www.rakwireless.com.
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